eco IT Security Survey 2024
A report by the eco Security Competence Group
headed by Oliver Dehning

Results of a survey of 226 security experts between September and December 2023
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Demograph

Company size
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= Private individual/self-employed
1-10 employees
11-50 employees
51-250 employees
= 251-1000 employees
Nore than 1,000 employees

15%
= No answer

Sector

ZAN

= Cloud provider
Services/Retail
Finance/Insurance
Industry/Business

= [T/System Integrator/Sales
Media/Journalism

= Public institution

= SaaS provider

m other

m SW/HW development

m Telecommunications

= Association/NGO

= Not specified
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Do you have budget or personnel responsibility for IT Does your company fall under the KRITIS regulation (operator
security in your company? of critical infrastructures)?

1%

10% 4

= Energy sector

Food sector

1%

/ # Finance and insurance sector

%
- Health sector

= Information technology and
telecommunications sector
# Municipal waste disposal sector

= Don't know

= No

m No answer

s Budget & personell No

Personnel

m No answer
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Threat situation

General threat situation for Internet security Assessment: Threat situation is fast growing/growing

98.0%

96.0%

= constant fast growing
94.0%

92.0%

90.0%

46%
88.0%

= growing

86.0%

84.0%

82.0%
2015 2016 2017 2018 2019 2020 2021 2022 2023 2024
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Protections against threats

How well protected is your company? How well protected is your company?
100.0%
90.0% 16.0% 12.9% 18.7% i
80.0%
70.0%
60.0%
= very well 50.0%
well 40.0%
= well enough 50.0% 20.4% 40.7% 36.0% 39.8%
not well enough 20.0%
Comm e e
0.0%
2021 2022 2023 2024
mvery well well mwell enough not well enough
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Protections against threats

How well protected is the German economy?

1%

8%
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= very well

well

well enough

not well enough

100.0%
90.0%
80.0%
70.0%
60.0%
50.0%
40.0%
30.0%
20.0%
10.0%

0.0%

How well protected is the German economy?

66.7%

72.0%
27.1%
23.8%
2021 2022
mvery well well well enough

77.6% 76.2%
17.1% 15.2%
2023 2024

not well enough
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Protections against threats

How well protected is the German economy? How well protected is your company?
1%

8%

= very well
15%
well
m very well
well
well enough well enough
31% not well enough

not well enough 40%

76%

Remarkable discrepancy between the assessment of the situation in general and the situation in the company itself
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Preparedness

Has your company defined internal processes or an
emergency plan in the event of an IT security
incident?

Has your company defined internal processes or an
emergency plan in the event of an IT security
incident?

70.0%
60.0%
50.0%

40.0%

30.0%
20.0%
10.0% I I
| B
yes no

planned

no answer

w2021 2022 m2023 m2024
myes | planned ®no © noanswer
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Preparedness

Do you train and sensitise your employees with regard to IT

_ Do you train and sensitise your employees with
security?

regard to IT security?
1.1% 60.0%

5.0%
‘ 40.0%
30.0%
20.0%
53.1% 10.0% I
0.0% I - -
no

planned irregularly regularly no answer

50.0%

= No planned = irregularly reqularly = no answer 2021 2022 m2023 m2024
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Preparedness

Budget for IT security

112% 31.8% 5.6%

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0% 80.0% 90.0% 100.0%

m slightly reduced no change mslightly increased significantly increased mn.a.
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iIncidents 2024

Serious security incidents in companies in the last 12 Damage due to the incident
months

60%
50%
40%
30%

20%

yes (one/several) no . L
= no, no damage yes, minor damage u yes, significant damage
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iIncidents 2024

Security incidents: In which area? How did your company react?
Data theft A reported to data protection authority
Website hacking ¥ paid ransom

reported to law enforcement

[ |

Industrial espionage

S

CEO fraud 87z

informed customers E

external help
DDoS REEMA

solved internally 26.8%

0.0% 20.0% 40.0% 60.0% 80.0%  100.0%

Ransomware [WAA

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0% 80.0% 90.0% 100.0% myes mno

Eyes " no
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35.0%

30.0%
25.0%
20.0%
15.0%
10.0%

5.0%

0.0%

Ransomware

WE ARE SHAPING THE INTERNET.

YESTERDAY. TODAY. BEYOND TOMORROW.

DDoS

Security incidents year-on-year

CEO fraud

m2021

2022 m2023

Industrial espionage

2024

Website hacking

Data theft
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Security topics

Security topics for 2024

0.0% 20.0% 40.0% 60.0% 80.0% 100.0% 120.0%

Employee awareness

Encryption of data and communication
Emergency planning/Incident Response
Patch management

Email security

Securing mobile workstations/home office
Malware

Cloud security

Concept, ISMS

Identity theft

Security in the IT supply chain

Compliance (data protection, IT security law, etc.)
Mobile device security

Security of supplier and service providers

Safeguarding of manufacturing and industrial facilities

loT/smart device security

W very important important don't know less important  Enot important
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Security topics

Security topics 2022 - 2024 (very important or important)
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Drivers for change in IT securit

The challenges facing IT security are changing. What do you think will be the strongest drivers

of change over the next 5 years?
100.0%
90.0%
80.0%
70.0%
60.0%
50.0%
40.0%

30.0%

20.0%

" N
0.0% -

Internet of Things/  Protection of Mobile Quantum State-driven attack Cloud computing Connected critical Increase in Artificial
Smart Home personal data working/home computing infrastructure cybercrime intelligence
office

Eyes ' no En.a.
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Drivers for change 2021-2024

Drivers for change 2021 - 2024

70.0%

60.0%

50.0%

40.0%

30.0%

20.0%

m2021 2022 m2023 m2024
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