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Today
● About the Institute 
● Compass: How, what and why?
● Challenges
● Public Reporting
● Private Reportng: Dashboards
● Q&A 
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DNS Abuse Institute (“The Institute”)
● Created & funded by PIR (.org) in pursuit of 

nonprofit mission
● DNS Abuse = technical abuse: phishing, pharming, 

malware, botnets, and spam (when used as 
delivery mechanism). 

● Cover all TLDs and registrars
● Everything we do is free
● Multi-Stakeholder Advisory Council
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Compass: Purpose 
● Inform Institute mission & activities 
● Empower the DNS community with sufficiently 

granular, accurate, and comparable data 
● Inform efforts to develop best practices
● Ultimately reduce abuse at DNS level
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Compass: Principles 
● Transparency
● Credibility and independence
● Accuracy and reliability

Results in: 
● Public methodology 
● Academic collaboration: KOR Labs led by Dr Maciej 

Korczynski - Grenoble University
● Optimized for accuracy > coverage of all harm
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https://dnsabuseinstitute.org/wp-content/uploads/2022/10/DNSAI-Compass-Methodology.pdf
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All Harm

Detected & 
Reported 

DNS Abuse

Phishing & 
Malware 

What is measured?

Not all reports are DNS 
Abuse (outside of our 
scope)

Focus on unique domain 
names associated with DNS 
Abuse we (KOR Labs) can 
currently reliably evidence

We can only measure what 
gets reported (“iceberg” 
principle)



What is measured?
● Observed phishing and malware
● Mitigation
● Mitigation speed (registrars)
● Type of registration: compromised v 

malicious

Malicious: a domain registered for malicious purposes (i.e., to carry out DNS Abuse).

Compromised: A benign domain name that has been compromised at the website, 
hosting, or DNS level.
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Compass: How?
Input 
APWG
PhishTank
OpenPhish
URLHaus

Cleaning
Measure: 

● Unique domain names 
(E.g. 70K+ URLs )

Remove IP addresses and 
“special domains”:

● URL shorteners (e.g., 
bitly.com) 

● Subdomain providers, 
for example, dynamic 
DNS providers (e.g., 
duckdns.org),

● file sharing services 
(e.g., docs.google.com)

Special Domains list is 
publicly available 
(methodology). You can help 
us update this. 

Editorial
Interactive charts 
PDF Reports
Dashboards

Analysis
Evidence collection 
Registration type
Mitigation:
Minutes: 5,15,30. 
Hour: 1,2,3,4,5,6, 
Days: every 12h for 
30 days.

Methodology
Reports & Interactive Charts

https://dnsabuseinstitute.org/wp-content/uploads/2022/10/DNSAI-Compass-Methodology.pdf
https://dnsabuseinstitute.org/dnsai-compass/


Challenges/Caveats 
● All measurement is best efforts → 

○ Quality of input is an issue, false positives,  
phishing simulations, grey areas: not enough 
evidence to decide (e.g. Blog)

● Skewed data → rarely normal distribution
○ Time & DNS ecosystem 

● Small numbers → e.g. small ccTLDs
● Geographical bias? → is English a target 

language? 
● ccTLDs → zone size and new registrations
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https://dnsabuseinstitute.org/challenges-measuring-dns-abuse/


Public Reporting
Interactive Charts
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Mitigation

https://dnsabuseinstitute.org/dnsai-compass/ 

Aggregate Trends

https://dnsabuseinstitute.org/dnsai-compass/


12

Registrar Median Mitigation Time

Malicious vs. Compromised

https://dnsabuseinstitute.org/dnsai-compass/ 

https://dnsabuseinstitute.org/dnsai-compass/


Public Reporting
PDF Reports 



PDF Reports

14

Specific Reporting 

https://dnsabuseinstitute.org/dnsai-compass/ 

https://dnsabuseinstitute.org/dnsai-compass/


Private Reporting: 
Dashboards



Why?
● How much phishing and malware do I 

have? Is it being mitigated?
● How does this compare to peers?
● How does it change over time? 
● If you implement new policies, practices 

etc. do they make an impact?
● Free!
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Example Compass Dashboard
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Example Dashboards: .org 



Example Dashboards: .org (peer 
comparison)
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Example Dashboards: .org 
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Summary
Understanding phishing and malware across 
the ecosystem → visit our public reporting: 
dnsabuseinstitute.org/dnsai-compass 

To access your own data, email 
support@dnsabuseinstitute.org 
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https://dnsabuseinstitute.org/dnsai-compass/
mailto:support@dnsabuseinstitute.org


Thank you!
Questions? Feedback?

Rowena Schoo
rowena@dnsabuseinstitute.org
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