eco IT Security Survey 2023

A report by the eco Security Competence Group
under the leadership of Oliver Dehning
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Demography (company size

Company Size

= 1-10 employees = 11-50 employees
251-1,000 employees = More than 1,000 employees
m No answer
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51-250 employees

= Private individual/Self-employed

= Cloud provider
= Healthcare
= Cloud provider

= SW/HW development

= Media/Journalism
= Other
= Services/Trade

SaaS provider

Public institution Association/NGO

m Industry/Business m Telecommunications

= Finance/Insurance = Transportation/Logistics
Not specified
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Budget and personnel responsibility

Budget = Personnel m Budget & personnel = no
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Assessment of Threat Situation
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Safequarding Against Threats

German industry is positioned as follows Assessment of the protection of own company
in relation to cybercrime

1.32

3.95

28.00

36.00

= very good good sufficient  m insufficient = very good good sufficient = insufficient

Remarkable discrepancy between the assessment of situation in general and the situation in own company
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Incidents

Has there been a serious security incident in your company in the last year?

5.88

7.35

e

86.76

m yes, several m yes, one " no
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Incidents

Nature of security incidents

Backdoors

Data Theft

Website Hacking

Industrial espionage

Other

CEO Fraud

DDoS

Ransomware

0.

o
o

5.00 10.00 15.00 20.00 25.00 30.00 35.00
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Incidents — Reactions

How did your company react?

50.00

45.00
40.00
35.00
30.00
25.00

20.00

15.00
10.00
0.00

Solved internally External help Customer Involvement of law Ransom paid Data protection Other
information enforcement authority informed
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Incident Comparison 2021 to 2023

Has there been a serious security incident in your company in the last year?

no

90.00

80.00

70.00

60.00

50.00
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10.00

0.00
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Incident Comparison 2021 to 2023

Nature of security incidents

35.00
30.00
25.00
20.00
15.00
10.00
0.00 I
Ransomware DDoS CEO Fraud Other Industrial Website Hacking ~ Data Theft Software Bugs
espionage

2021 m2022 w2023
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Relevance of Security Topics

Data encryption [
Emergency planning/incident response I N
Employee education s B
Protection of mobile workstations / home office B
Cloud security | IE— N [ |
Email security I | |
Malware I |
Compliance (data protection, IT security law, etc.) [ IENEREEEEEEEEEEEEE T
Patch management I .
Conception, ISMs I L ——— .
Mobile Device Security I .
Supplier and service provider security | I NEREEEEEEEEEE [ |
IT supply chain security  [IEEREEEEE | |
Identity Theft I .
Securing production and industrial facilities | N GGG |
loT/Smart Device Security [ N - |
.00 20.00 40.00 60.00 80.00 100.00
Hvey important Eimportant M less important not important M no answer
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Precaution - Emergency Plans

Has your company established internal processes or a contingency
plan in the event of a cybercrime incident?

m yes no mInthe pipeline
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Precaution - Awareness

Training and raising awareness of cybercrime among your
employees

0.00

m regularly irregularly ®no in planning
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Precaution

Have you increased your IT security spending in the last 12 months?

60.00

51.67

50.00
40.00
36.67

30.00

20.00

10.00

10.00

0.00

0.00
significantly increased slightly increased unchanged slightly decreased significantly decreased
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Drivers of Change in IT Securit

The requirements for IT security are changing. In your view, what are the strongest drivers of change
with a view to the next 5 years?

20.00
18.00
16.00
14.00
12.00
10.00
8.00
6.00
4.00
2.00 .
0.00 -
Networked Increasein  Cloud computing  State-driven Artificial Mobile Protection of Internet of Quantum Mobile
critical cybercrime attacks intelligence work/home personal data Things/Smart computing computing
infrastructures office Home
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Drivers of Change 2021-2023

The requirements for IT security are changing. In your view, what are the

strongest drivers of change with a view to the next 5 years?

25.00
20.00
15.00
10.00
5.00
0.00

Networked Increase in

critical cybercrime

infrastructures
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Cloud
computing

State-driven
attacks

Artificial  Mobile working
intelligence  / home office

2021 m2022 m2023

Protection of Internet of
personal data Things/Smart
Home

Quantum
computing

Mobile
Computing

Big Data
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Recent Developments - Pandemic

Has the Covid-19 pandemic exacerbated the cyberthreat situation?

45.00
42.25

40.00

35.00
32.39

30.00
25.00

20.00 18.31

Yes Yes, somewhat No, not really No
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Recent Developments - Pandemic

Were more cyberattacks successful in your organisation due to the pandemic-related increase in
home office work?

70.00

60.32

60.00

50.00

40.00

30.00

22.22

20.00

12.70

10.00
4.76

0.00
Yes Yes, somewhat No, not really No
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Recent Developments - Ukraine

Has the war in Ukraine exacerbated the threat situation?
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