eco Survey: IT Security 2021
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SW/HW Development

3%

Cloud Provider

3%

Financial/Insurance Sector

3%
SaaS Provider
4%

Association/NGO

6%

Media/Journalism

7%

Public Institution

Total participants: 175

7%

other

8%

(no answer)
9%

Demographics

Setholr

Industry/Trades
3%

Health Sector
1%

IT/Systems Integrator/Sales
27 %

Service Provider/Retail
10 %

Telecommunications
9%



Demographics

o C Si
6 % ompany >ize 1-10 Staff Members

25 %

e Individual/Self-Employed
2 %

Over 1000 Staff Members
18 %

11-50 Staff Members
17 %

51-250 Staff Members
18 %

251-1000 Staff Members
14 %
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Total participants: 175




Demographics (2)

Critical Infrastructure?

Responsibility in Company

(no answer)
13 %

Yes
14 %

Budget & Personnel

41 %
_ No _
S 29 %
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Assessment of Threat Situation

In my assessment, the general threat to

Internet security is:
no answer

15%

shrinking
1%

no change

-~ rowing strongl
7% 9 g qly

39%

growing
38%
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77.4% see the threat as at least growing; remaining high, but a reduction from 2020 (91%)




Protection of Companies

German industry is protected as | assess the protection of my
adequately  follows in relation to cyber crime: company against cybelr crime as: good
23,0 % ‘ 336 %
well very goood o
4,9% | 9,7 %
very well
04% "0
no answer .
o non-existent o

g 15,0 % 16.8 %
Y ___inadequately . adequate
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56.6% see industry as a whole as inadequately protected — better than 2020 (66%)
Only 13.3% see their own company as inadequately protected (2020: 15%)




Security Incidents

Was there a serious security incident in your company last year?
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o Almost 20% of those surveyed had one or more serious security incidents, unchanged since 2020




How did your company react?
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Security Incidents

Was there a serious security incident in
your company last year?
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Nature of Security Incidents

Was there a serious security incident in your company last year?
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Ransomware remains threat Nr. 1
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Importance of Security Issues

Bl very important

20 40

important

60

Bl less important

80 100

M notimportant

120 140 160

no answer/ don't know

180



Precautions

Has your company established internal
processes or a contingency plan to
respond appropriately in the event of a Do you train and sensitise your employees

cybercrime incident? No to cybercrime?
9% |

In Planning
19 %

No

13% Occasionally

_ Regularly
36 %

55%

. Yes
69 %
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What do you see as the strongest drivers of change over the next 5 years?

Drivers of Change
0,6

55,3 %

0,5

45,3 % 45,3 %
0.4

294% sL2r

23,5 %
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Hot topics largely unchanged since 2020 (max. 3 answers allowed)
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eco — Association of the Internet Industry
Lichtstrasse 43h, 50825 Cologne, Germany

phone: +49 (0)221/700048-0
fax: +49 (0)221/700048-111
info@eco.de

international.eco.de



