eco IT Security Survey 2020

A report of the eco Competence Group Security
under the direction of Oliver Dehning

For the report, 294 experts from the IT industry were interviewed.
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Bildquelle: pixabay.com
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Demography (Size of Company)

Private person/self-employed
3%

Company size

1-10 employees
18 %

over 1,000 employees
27 7%

11-50 employees
17 %

251-1,000 employees
12 7%

51-250 employees
23 7

-
QN
)
A\l
>
4
R
D)
@)
)
WU
—
>
)
=
|-
D
U
O
@)
)




Demography (Sector)

other

10 %

Medical industry Sector
3%

Lawyer

2 %
Association/NGO
4 %

IT/Systems Integrator/Sales
30%

Public institution

6 %
Media/Journalism

2 %

Saa$S provider

4 %

SW/HW development
3%
Transport/Logistics
1%

Industry/Commerce
8 %

_ Telecommunications
Finance/lnsurance 79

7% Cloud provider
Services/Retail 39

9%
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Demography (Responsibility)

Does your company fall under the KRITIS
requlation (operators of critical

Infrastructures)?
Personnel and budget responsibility Budget
| 11 % Yes
17 %
Personnel
T 10%

No
39 %

Budget&Personnel No
41 7% 83 %
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Threat Situation 2020

In my assessment, the general threat to
unchanged Internet security is:
9 % |

shrinking
0%

growing strongly
42 7%

growing
49 7%
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Threat Situation

shrinking 0%
unchanged 0%
9% 10 7%
growing strongly
42 7%
45 7%
growing 45 9 —

49 7%
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Protection against [ hreats

German industry is positioned as | assess the protection of my
follows in relation to cybercrime:  well company against cybercrime as:
| 6 % Insufficient very gooc
15 % 16 %
sufficiently
28 7
- l sufficient
insufficiently 32
66 7% . good
37 %
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Remarkable discrepancy between the assessment of the situation in general and the situation within the company




Security Incidents 2020

Was there a serious security incident in
your company last year?

yes, several
11 7%

_Yyes, one
17 %

no
72 %
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Security Incidents 2020

In which area?
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Security Incidents 2020

Response to security incidents
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Security Incidents 2020 vs. 2019

Was there a serious security incident in

your company last year? yes, several
11 % 13 %
_yes, one
17 % 13 %

no
72 %

74 %
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Nature of Security Incidents

B 2020 2019 B 2018
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Security Issues 2020
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In planning

Precautions

Has your company established internal
processes or a contingency plan to
respond appropriately in the event of a
cybercrime incident?

23 7%

no
14 7%

_yes
63 %



Training

Do you train and sensitise your employees
no to cybercrime?
10 % |

In planning
A

regularly
52 7%

not regularly
32 %
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Drivers for Changes in IT Security

The requirements for IT security are changing. What do you see as the strongest drivers of change over the next 5
years?
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eco — Association of the Internet Industry
Lichtstrasse 45h, 50825 Cologne, Germany

phone: +49 (0)221/700048-0
fax: +49 (0)221/700048-111
iNnfo@eco.de

iNternational.eco.de



